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Abstract. At the start of 2021, Twitter launched a closed US pilot
of Birdwatch, a new system for content moderation that seeks to aid
in promoting credible information online by giving users the opportu-
nity to add context to misleading tweets. The pilot shows awareness
of the importance of context, and the challenges the system will face.
But the mitigations against these vulnerabilities of Birdwatch can exac-
erbate wider societal vulnerabilities created by Birdwatch. This article
examines how Twitter presents the Birdwatch system, outlines a taxon-
omy of potential sociotechnical vulnerabilities, and situates these risks
within broader social issues. We highlight the importance of watching
the watchers, not only in terms of those using and potentially manipu-
lating Birdwatch, but also the way Twitter is developing the system and
their wider decision-making processes that impact on public discourse.
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1 Background

Against the backdrop of ongoing problems with social media platforms and online
content moderation, Twitter’s Birdwatch system enables users to add ‘notes’
to tweets, in order to add context, fact-check or other explanation aimed at
promoting more credible information online. At face value, the initiative seems
positive, particularly following waves of not only political but also public health
issues caused by misleading information circulating through social media, and
the flurry of forthcoming regulatory changes in response [19]. If anything, the
main criticism we could level is that it should have been introduced sooner.

It is reassuring - maybe even a little surprising - to see a social media plat-
form introducing important concepts like context. Researchers have been em-
phasising the importance of context in issues of data, privacy and algorithms
[16,50,7,23,48,51,44,22]. Seeing a major platform embrace the nuances of con-
text that surround all information is an important step, particularly if it involves
users being able to contribute to that context.

But there are clear potential problems with Birdwatch: in its conceptualisa-
tion, in the design of the pilot, and in the planned path towards global rollout.
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Any system engaging with complex sociotechnical issues will likely be riddled
with bugs and vulnerabilities. Sociotechnical problems generally have no single
concrete ‘fix’. Controlling and moderating content online has competing argu-
ments and interests that resist a final resolution to these issues.

Grimmelmann calls content moderation “the governance mechanisms that
structure participation in a community to facilitate cooperation and prevent
abuse” [31], including processes of designing and moderating. But moderation is
a fiendishly difficult problem to tackle, riddled with issues of power and labour
[54], and often involving competing interests, ideals and methods.

Content moderation, and the inadequate approaches by platforms thus far,
have come under much scrutiny and criticism [54]. This includes issues of ghost
work by exploited and undervalued moderators [30,46], hidden decision-making
by corporate interests [26], and defining what constitutes the public sphere [66].
In practical terms, content moderation has been criticised for negative or contra-
dictory user perceptions [49,9], inspiring practices of avoiding moderation tech-
niques [25], and promoting further engagement (even if negative) with harmful
or false content [67]. Content moderation demonstrates difficulties in regulation,
in terms of defining harms and the hidden algorithmic back-end [13], the infor-
mal interactions between platforms [18] or with states and NGOs [27], and the
need to support international human rights across legislative settings [41].

Birdwatch adds in further issues by inserting community-based mechanisms
[40] within the organised processes of ”commercial content moderation” [54] that
form one of the key commodities provided by online platforms [26]. But how far
is Birdwatch a community-based approach? It is certainly crowdsourced, and
makes impressive claims for transparency. But it risks being at best a partial
offloading of labour and responsibility to the community while the platform itself
continues to benefit from providing user-generated content.

Given the “systemic vulnerabilities in our democracy” [35] created by social
media platforms, we need to keep a careful watch over Birdwatch. We need to ask
intersectional questions of “who” [16]: who benefits from the platform? Whose
voice will be (further) amplified? Who will be (further) marginalised? Who is
exploited to generate the data for the platform to function? Whose interests and
biases are designing the system? We must also keep watch for other motives at
work. Is Birdwatch’s contextualisation even content moderation? Or is it another
step towards promoting platform engagement to distract from outside regulation,
leaving the underlying power of Twitter unchecked?

In her critique of racialised histories of surveillance, Browne [10] emphasises
the need to watch the watchers: sousveillance, the surveillance of authorities
rather than by them, is both a critique and a practice. Power comes not only
from watching authority but by using insights into surveillance to find ways
of resisting. With the fraught intertwining of platform, content and users, it is
imperative that we build on these practices to watch the Birdwatchers. This
involves not only users watching other users but challenging the platform and
dominant voices who control the metricising narratives of online media.
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This paper examines how Twitter is constructing and presenting the Bird-
watch trials, including the stated values, challenges and mitigations. A taxonomy
of potential sociotechnical attacks is outlined, including not only vulnerabilities
of the Birdwatch system but also societal vulnerabilities created by Birdwatch.
These vulnerabilities are situated in a discussion of broader societal impacts. The
article concludes by questioning what role Birdwatch is trying to play, for society
and for Twitter. It emphasises the need to not only watch the Birdwatchers, but
to scrutinise platform priorities in controlling content and discourse online.

2 Birdwatch

Birdwatch operates as follows [61]:

– A user posts a tweet containing claims that may be false or taken out of
context;

– Other users add ‘notes’ to these tweets to provide context or evidence to
explain or counter the claims made in the tweet, including a reason selected
from a list of options;

– Further users upvote or downvote notes, selecting a reason from a list of
options;

– Notes are ranked according to votes, influencing their visibility in relation
to the tweet.

The aim is that users can then assess the credibility of a source themselves, based
in crowd-sourced and crowd-rated contextualisation.

Notes are very different from replies. Notes are not a thread following a
tweet, but exist alongside, aimed at providing context in a more authoritative
way. Compared to anti-abuse mechanisms like hiding or restricting replies, notes
are less about direct communication between the tweeter and note writer. They
are between a note writer and the audience, and so intervene between the tweet
and its reception.

As already noted, there is a lot to be positive about here: emphasising con-
text; emphasising evidence; shifting discussion to around tweets rather than
in antagonistic or abusive replies; collective assessment of notes; differentiating
reasons for a note and how a note is ranked. There is also an open channel for
feedback to Birdwatch, including to highlight risks and express concerns [61],
and they show a desire to respond and engage, at least to some degree [1]. This
echoes positive moves in other departments, such as the responsible machine
learning team [63]. But each of the positives of Birdwatch also brings risks of
abuse and wider societal impact, and the design of the system raises further
questions we must examine before it becomes normalised.

Visibility is an essential point to consider. Which tweets will register for
potential notes? How are notes made visible? These are important questions.
Tweets will need “100 total likes plus retweets” [61] in order to appear in
the Birdwatch system. This opens up some avenues of avoiding scrutiny either
through obscurity, or through more directed means. Iterating tweets across bots



4 G. Benjamin

to lower like/retweet counts could reduce the likelihood of it triggering Bird-
watch (or simply making the same misleading information more widely seen).
Followers pasting (perhaps with minor changes) the same information rather
than retweeting could achieve similar results. Images of text could also be used
for this purpose. However, these attacks would not scale well to those with large
numbers of followers or the hopes of “viral” attention, and would require a
greater deal of coordination and participation.

The note ranking system has mechanisms to prevent abuse, but these often
shift attacks to other forms. Notes initially register as “Needs more ratings”
until 5 or more votes have been received, at which point it may be shifted in
the ranking system and have “Currently rated helpful” or “Currently rated not
helpful” labels added [61]. During the pilot, rankings are calculated at regular
intervals rather than changing in real-time. This might prevent a misleading or
malicious note jumping to the top of the feed, but it also introduces what amount
to timing attacks. Once a note is added, followers, sockpuppet or bot accounts
could upvote it, and then it will (for a certain time at least) be mislabelled
as helpful. Even if these things can be rectified by further votes, it relies on
numerous assumptions: that the community can and should be willing to take on
this role; that further follower/bot coordination isn’t going to counter legitimate
votes; that even a short time attached to a viral tweet isn’t enough to sow
misinformation or abuse, particularly if it crosses to a different platform.

Notes and note votes have lists of reasons attached. This to some extent adds
further context at a glance. But it also adds another form of context attack. By
targeting less used (or even irrelevant) reasons, a note can be made to seem like a
different opinion or “diverse perspective”. The ranking system is designed to seek
out such diversity - different reasons for context, and notes coming from users
who have engaged with different accounts or tweets. But it could also promote
misleading notes that game the categorisation system.

This highlights an underlying problem with algorithmically sorting notes,
and demonstrates how Birdwatch is still trying to turn context into metrics in
order to deal with the issues of content moderation at scale. The note ranking
algorithm is less transparent, and will need particular scrutiny as the pilot and
system develop.

The ability to sign up for the current pilot is restricted to the US [61]. This in-
troduces the potential for data pollution attacks. If these are intentional, it feeds
into broader concerns of disproportionate influence by certain actors (perhaps
mobilising bots or large numbers of followers). But it also leads to unintentional
data poisoning in Birdwatch’s design. If the system is shaped too tightly by US
linguistic, social, cultural, political and economic concerns, a context attack de-
velops by imposing these norms on other geographical locations when the system
is rolled out globally.

The US context is also applicable to the ability to download Birdwatch data
for research and accountability purposes [61]. Twitter has long been considered a
“model organism” [58] for its publicly available data for research. But given the
intention to deploy the system globally, the US-only access excludes wider per-
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spectives from the development of the system. The data itself risks adding only
faux transparency, as the ranking algorithms themselves remain more opaque,
as do the ultimate decision-making processes within Twitter. It seems they are
seeking external validation and fixes of vulnerabilities within Birdwatch rather
than full sociotechnical audit of the impact of the system itself.

Within the US, there are limited places on the pilot, prioritising again those
“diverse voices” by selecting accounts that interact with different tweets or other
users on Twitter [61]. This is an attempt to stop bot-based attacks and promote
more diverse data. But to gain access, you also need to verify your phone and
email, and not have any recent notice of Twitter rules violations.

While these measures may prevent bot and sockpuppet attacks, in mitigating
these vulnerabilities they introduce exclusion of those who may need to remain
anonymous (abuse victims or whistleblowers, for example), or those who don’t
have access to the levels of verification needed. The need to sign up with a trusted
US-based phone carrier and enact 2-factor authentication may exclude those with
less access to technology based on cost or sharing devices. It will therefore likely
prioritise already dominant voices and those who have the privilege of being able
to use their real names on Twitter without fear of abuse. This shapes the context
with an escalation attack in which loud voices get even louder. Mitigating this
will rely on the success of the diverse engagement measures.

How is Twitter designing these measures? What would register as success
of the system? The company outlines the Birdwatch values as “contribute to
build understanding”, “act in good faith” and “be helpful, even to those who
disagree” [61]. At first glance, these seem reasonable. But, firstly, these are largely
expectations placed on users rather than expressing the values of Birdwatch as
an initiative. And, secondly, there are holes.

Language use can be easily gamed. Abusive comments could be concealed
beneath a veneer of clear or scientific authority, and even citing evidence does
not certify the validity of the evidence cited. Bots could be easily trained to write
just within the guidelines while still being varied enough to count as different
perspectives. Similarly, “baiting” other users into using language that triggers
automated toxicity filters has already been employed on gaming platforms [53],
and these techniques could be used to game notes.

There are also assumptions and potential data bias about such language.
Will the automated parts of the system continue to misunderstand the context?
Would critically discussing hateful language lead to a note being itself considered
hateful, even if the abusive tweet it discusses didn’t? The data used to define
these triggers will be important [6,55,17], particularly when it comes to context
shifts.

There are fundamental tensions in Birdwatch managing contextualisation
through a metricised system. And relying on good faith on social media is almost
certainly naive when it comes to a global platform with stakes in preventing
abuse and promoting public discourse.

Twitter is aware of many of these challenges [61], and some of the measures
already outlined are there to try to mitigate potential attacks. They state that
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Birdwatch will add to rather than replacing existing misinformation measures.
The aim of the pilot process is to experiment with “new ways to address adver-
sarial coordination” to prevent “coordinated mass attacks” [61]. While these may
work in the sandboxed pilot stage, it remains to be seen whether any solutions
scale to global rollout across different contexts.

There are issues with Twitter’s responses to the acknowledged challenges.
Though they may mitigate vulnerabilities within the Birdwatch system, in doing
so they may also contribute to further societal risks caused by Birdwatch. Diverse
engagement systems offer some potential, but metricising diversity will always
be problematic.

Similarly, the parallel reputation system for helpful Birdwatchers (separate
from number of followers on Twitter itself, for example), not only risks adding
further burden to marginalised communities but simply shifts the gaming. It may
create more work to initiate an effective attack, but it is not much beyond trivial
for major actors - particularly authoritarian regimes outside the US-EU zone that
(so far) receive much less attention from social media platforms. Again, context is
key, and the work of critical journalists, researchers and rights advocates paying
close attention to global contexts [64,3,21,62,65] (to name just a few) will be key.

The sandboxed trial itself raises methodological questions. The aim of pre-
venting bots from sabotaging the trial is admirable, but any wider implemen-
tation will inevitably have to deal with bots. Including bots in the trial would
provide a far more realistic view of what challenges will arise. Twitter’s choice to
test in this way relies on a ’best-case’ context of sorts. This sidesteps many of the
potential problems in the realities of online platforms, and of course limits the
narratives to the already dominant US context. An alternative approach would
be an open global trial, but maintaining the Birdwatch platform sandbox so that
notes and rankings do not appear on tweets until thorough testing, analysis and
consultation have been conducted.

Twitter acknowledges the difficulties in global contexts for expanding Bird-
watch, including cultural differences and the specificities of misleading informa-
tion in different settings - and they have stated that they will take into account
these considerations as they expand [1]. But the questions remain of who decides?
When will the pilot be expanded, and what measures of success are required first?
Where will it be expanded to - other Anglophone or North America-European
settings? When will the pilot become local or global implementation, and will
the same attention be paid to continuing development?

There is also the fundamental question of would they decide to stop? Twit-
ter’s responsible machine learning team shows further reassurance here, giving
users the option to turn off image-cropping algorithms that have been proven
to be biased [63]. But would they make the leap to abandoning Birdwatch if it
fails? And who would it need to fail for in order for it to be stopped? This is
likely more a matter of who is failed by Birdwatch, and it will likely be those
that platforms such as Twitter have already failed.



Who watches the Birdwatchers? 7

3 Sociotechnical vulnerabilities

Algorithmic content moderation is about people [54], and any discussion of its
effects must be embedded in social as well as technical concerns. For example, [28]
identify how algorithmic content moderation faces a series of not only technical
but political challenges. We argue to go even further and not separate these two
spaces.

The technical is political; the political is technical. This is shown in algo-
rithms that discriminate based on race and/or gender [11,38,32] and the pro-
posal that categories of marginalisation such as race are themselves constructed
as technologies [8]. We argue for talking in interwoven sociotechnical terms, par-
ticularly when assessing vulnerabilities in the integrity of public discourse and
control over social narratives.

This approach differs from, for example, social engineering in that it is not
concerned with the use of human or social side-channels as alternative vectors
to attack technical systems. And it goes beyond looking at the social effects of
technological vulnerabilities. Instead, it focuses on the use of both social and
technical channels in order to attack systems that are themselves social. It em-
ploys the languages of vulnerability analysis and critical theories in order to ex-
amine potential social and societal harms, whether that is abuse of individuals,
marginalisation of specific groups, or risks to public discourse and democracy.
Sociotechnical vulnerabilities are about the distribution of power, equity and
justice.

Applying these social vulnerabilities to Birdwatch generates two broad cat-
egories. Firstly, there are vulnerabilities of the Birdwatch system. This includes
all the ways that Birdwatch can be manipulated or abused, from avoiding the
system to weaponising notes to gaming rankings. Secondly, there are vulnerabil-
ities by Birdwatch. This includes the risks to public discourse and other areas
of societal concern created by the use of the system, even as intended.

Figure 1 shows how these types of vulnerability interact, highlighting how the
mitigations of the vulnerabilities of Birdwatch can exacerbate the vulnerabilities
created by Birdwatch. It is important, therefore, to carefully review how Twitter
acknowledges and mitigates the challenges of developing the Birdwatch system.
This is not just examining how effective they might be, or further loopholes for
attack, but how the mitigations themselves feed back into how Birdwatch creates
vulnerabilities for society.

An initial response to these broad categories of vulnerabilities should include
a requirement for continual external audit. This should be enforced by regulators
and could be conducted using methods following, for example, the Platform
Governance Observatory (Suzor, 2020). This process highlights the importance
of wider access to the data downloads and the underlying algorithms. The stakes
of the system being rolled out globally suggest a narrowing of access to within
the US - matching the terms of the pilot - could have long term harmful effects
or necessitate those with access ‘leaking’ it to researchers, activist and rights
advocacy groups, and regulators, in other geographical contexts.
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Fig. 1. Vulnerability structure of Birdwatch.

3.1 Taxonomy of sociotechnical vulnerabilities

Many of the vulnerabilities have been outlined in the analysis of Birdwatch
above, but it is useful to consider how different vulnerabilities are related. Figure
2 shows a proposed taxonomy of the social vulnerabilities of and by Birdwatch.
These are traced from the target area, through the various modes of attack,
to the societal harms the attack creates or worsens. The taxonomy embodies
the sociotechnical approach of this article, combining elements of, for example,
the NIST adversarial machine learning taxonomy [57] as well as Citron and
Solove’s typology of privacy harms [12]. The taxonomy emerges from the reading
of Birdwatch presented above, systematically analysing the parts of the system
and Twitter’s approach to developing and presenting it. The full description of
these elements can be found in Appendix A.

3.2 Ranking vulnerabilities

In technical settings, it is useful to rank attacks according to considerations such
as likelihood or severity, particularly when taxonomising. However, in socially-
embedded contexts such as online content moderation, this can prove impossible
without introducing further assumptions and exclusions. Jiang et al. [37] show
that ”Platform abuse and spam” ranked consistently low in user perceptions of
severity of online harms, and even ”Mass scale harms” such as terrorism ranked
lower than specific cases of harmful content, although these mass scale harms
remained present in participants’ concerns. The study highlights the need to
move outside of US-centric perspectives when moderating content, particularly
when making assumptions about its severity. Any collapsing of complex social
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Fig. 2. Taxonomy of attacks.

contexts into restrictive metrics will erase important details, and runs counter
to the aim of examining the implications of online platforms. However, there are
useful indicators that can assist in the examination of different types of attacks
and harms, particularly against individuals. Indeed, this tension is a dilemma
within Birdwatch itself: mitigating individual harms while exacerbating systemic
harms does little to resolve the narratives in which the individual harms are
enabled. To this end, rather than the perceptual and evasive labels of severity
or likelihood (which in any case are so unevenly distributed as to be of little
use without further qualification), we instead rate attack and harm elements
within the taxonomy according to the scale and timeframe of their effects. This
is assigned based on the primary impact identified in the analysis above, and
presents us with two values for each attack:

Scale
A Specific individual
B Specific types of individual (e.g.

based on protected characteristics)
C Specific community
D Public discourse in a specific con-

text (e.g. field or geographical area)
E Systemic/principles (e.g. democ-

racy, discrimination, censorship)

Timeframe
1 Immediate (e.g. on posting)
2 Short term (e.g. sharing, including

viral propagation before removal)
3 Mid term (e.g. posts over time)
4 Long term (e.g. impacting design

iterations)
5 Persistent (e.g. ongoing narratives,

systemic decision-making).

This allows us to further identify which vulnerabilities can be mitigated
within Birdwatch, and which require external intervention (such as the potential
systemic vulnerabilities created by the narratives that Birdwatch enables).
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3.3 Limitations

Inevitably a taxonomy of this kind will not be exhaustive. Emergent practices
and evolving system design will create and mitigate new vulnerabilities over
time, and vulnerabilities will vary in effect in different contexts. The aim is to
provide an approach for discussing how different types of vulnerability can be
combined to cause social and societal harms. The limitations to the taxonomy
presented here echo the limitations of Birdwatch itself. They are likely to be
useful within specific contexts (with certain types of information such as medical
advice, for example) rather than as a blanket tool across the entirety of the
Twitter platform. The examples discussed below identify unequal harms and
limitations that apply in specific contexts or to specific users. This further limits
the ability to assign concrete ratings for harms beyond speculative potential or
assigning values based on either averages or best-/worst-case scenarios.

4 Examples

We now examine one of the processes in which these social attacks might be
mobilised. Consider the example of a scientist, who happens to identify as a Black
woman, posting on Twitter about some new research findings or commenting on
an issue of public concern well within her area of expertise. The example is
familiar from throughout the Covid-19 pandemic in particular, but also applies
more widely when minoritised groups (whether women, racialised people, trans
or queer people, or disabled people, just to name a few) share their expertise
and/or lived experience in fields from computer science to biology to politics to
philosophy. Figure 3 shows a possible process of attack, which aligns with the
outline of “The Abuse and Misogynoir Playbook” [60].

– Firstly, a contribution is made. This is the victim posting on Twitter.
– This is met with disbelief by the abuser (which may be someone already

in a position of power and/or platform, including senior academics, public
officials/candidates, celebrities or other public figures) and their followers,
leading the abuser to write a bad faith note containing falsehoods. The note
itself, while based in opinion and falsehood, will likely be crafted to ap-
pear to follow the Birdwatch guidelines: no direct insult; appealing to a
sense of commonly held knowledge or disputed/beside-the-point technicali-
ties/“whataboutism”.

– This is followed by a combination of dismissal, gaslighting and discrediting.
These could be achieved by the abuser’s followers piling on with further false
or bad faith notes (many of which may get flagged as abusive), followed by
the abuser’s followers and/or bots upvoting the false notes while downvoting
any notes written in support of the victim.

– The result of this is the erasure of the victim through devaluing the original
contribution and hijacking the narrative. Even if others support the original
post with supportive notes, with enough negative engagement and conflict-
ing false narratives, it will likely end up being downranked by the Twitter
algorithm.
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Fig. 3. Combining data poisoning, gaming the algorithm and coordinated attacks.

– This is furthered into the final misogynoir move, revisionism. Here the whole
process happens in the negative: the abuser and their followers write false
or abusive posts about the victim or their contribution; genuine notes by
the victim’s followers or others in the community are further gaslit and
discredited by false downvotes by the abuser’s followers, while continuing
to upvote or add positive notes about the abusive content; and finally the
harmful and abusive posts can be either spread further than the original
contribution or entered into enough of a contested narrative that the lines
between contribution and abuse become sufficiently blurred to devalue both.

Either way, data poisoning (false notes, false votes), gaming the algorithm (af-
fecting the rankings), and coordinated attacks (whether by followers, bots or a
combination) have led to abuse, weaponisation, exclusion and a perpetuation of
oppressive narratives.

In this example, a number of different types of agent are mobilised. This
includes: a human abuser, likely a public figure or other account with large
numbers of followers; the human followers of that account, each with their own
motives and patterns of behaviour; bots controlled by the abuser, their followers,
or third parties seeking to capitalise on abuse, again for a variety of motives.
There are also other different interactions and roles between agents to take into
account. Figure 4 shows how different types of Twitter account could take on
different roles as part of a coordinated mass attack.

This includes a range of bots and bot-human hybrids, building on Gorwa
and Guilbeault’s typology [29]. For example, sockpuppet accounts - additional
and/or anonymous accounts often used specifically for trolling and abuse - could
be used by abusers to try to avoid responsibility. Or, followers and bots could
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Fig. 4. Actors.

take on crowdturfing roles; the (often paid) fake reviewers that appear on online
shopping or trust/review sites could be repurposed to write fake notes. Many
existing forms of bots and collective human action could be mobilised in these
different roles.

These roles could also manipulate Twitter’s existing mitigations of the risks
of Birdwatch. An automated or crowd-sourced trolling army could easily be cre-
ated to spread across different engagement or community types. By establishing
different patterns of interaction with different communities and types of content,
a range of accounts could be created that the system would identify as coming
from “diverse voices”. Even a dedicated trolling sockpuppet that interacts solely
with people from a specific marginalised group could appear to the system as
belonging to or representing that group.

Particularly at scale, Twitter and Birdwatch’s automated systems will not
be able to tell genuine engagement as part of a community from a targeted
harasser. Hijacked accounts can also be used for this purpose. These could then
be brought into action as a supposedly representative set of opinions all saying
the same thing for malicious and/or abusive ends.

Following existing social media information warfare techniques [39], it is easy
to imagine a paid-for service using these different attacks on Birdwatch. Harass-
ment and misinformation as a service is already a problem, and can be par-
ticularly damaging to political candidates, especially those from marginalised
groups. The diverse voices Birdwatch aims to emphasise could be overridden in
a hegemonising attack that collapses the aims of contextualisation.

The ability of different agents to target different aspects of the widening
range of interactions - notes and votes as well as tweets - impacts on pathways
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of abuse. Birdwatch shifts not only where abuse can occur but also the responses
to abuse. Because notes are intended for audiences of tweets, rather than being
directed at the original tweeter as is the case with replies, they challenge existing
methods of mitigation and recourse.

For example, note-writers may be able to operate outside of the blocking
mechanisms that can be used to prevent malicious or abusive replies. This also
reduces the effectiveness of tools like automated collective blocklists [24]. Re-
moving tools developed by marginalised communities contributes to the harm of
placing extra burden on those communities to rectify content moderation issues.

The wider sociotechnical vulnerabilities are evident in the risks of context
shift. Despite being focused on contextualising individual tweets, Birdwatch runs
the risk of imposing certain media and power structures onto other contexts.
Figure 5 displays some of the aspects of this context shift vulnerability. Structural
and cultural contexts often do not translate, and a major risk of Birdwatch is that
the US pilot will entrench specific values and priorities. This has implications
for imposing and erasing certain norms of public discourse on social media, and
for removing agency from global communities.

Fig. 5. Context shift.

We need to ask: whose context is Birdwatch adding? Without meaningful
engagement with other communities during the development phases, it is likely
to perpetuate the dominance of US-centric platforms. Public discourse in other
geographical or international contexts is made vulnerable to further colonial (and
other forms of) domination.
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5 Discussion

A difference between conventional technical vulnerabilities - “hacking” - and
social vulnerabilities is that there is often no state of being “fixed” for social
systems like content moderation. This is true both over time - contexts, norms
and needs may change as society and platforms develop - and in terms of solu-
tionism - there is no final finished state of content moderation, for example, it
will always be an ongoing process. These points are somewhat true of techni-
cal vulnerabilities - cyber security is always to some extent a matter of constant
“patching” or being “secure enough” for the given needs and context - but a cen-
tral tenet of finding solutions for social vulnerabilities is a resistance to seeing
them as closable problems.

The reading of Birdwatch and the subsequent taxonomy suggests that clos-
ing social vulnerabilities of Birdwatch tends to create social vulnerabilities by
Birdwatch. This is particularly the case with mitigations such as verification,
which introduces issues of identification (leading to potential targeting and fur-
ther abuse) previously not present on Twitter.

Citron and Solove [12] emphasise the differences between the goals of pun-
ishing harms - often compensation, deterrence and equity - and the remedies
to the harms themselves. This is further evident here where Birdwatch sanc-
tions of specific accounts in order to protect the credibility of the system lead to
increased systemic vulnerabilities in public discourse and democratic processes
increasingly controlled by Twitter’s narrative.

These concerns highlight the importance of watching the watchers, not just
those on Birdwatch but the decision-making and regulatory process behind it.
And watching itself needs to be one step towards action. Watching does not
prevent single incidents, but when it comes to systemic issues like social media
and public discourse, it can lead to recourse for specific victims, sanctions for
abusers, and bring evidence to light that can help redefine the system as it
develops.

There are other aspects of content moderation to consider with Birdwatch.
Does it even count as moderation? The more deliberative framing of contextu-
alisation is perhaps a separate process. It is not aimed at fixing specific pieces
of content, but at supporting better discourse more generally. It moves beyond
what Common [15] describes as an “efficiency narrative” in the enforcement
of content moderation. Indeed, moving away from the concerns raised by [12],
Birdwatch is not even really about enforcement. But does this different function
detract from the need to address issues with specific pieces of content?

We could see Birdwatch as Twitter taking a longer, more constructive ap-
proach. The role of contextualisation could contribute to broader aims of im-
proving public discourse on social media. It allows space for restorative justice
approaches to moderation [34], as well as opportunities for other techniques such
as digital juries [20]. Perhaps Birdwatch is a first step away from enforcement as
a narrative, and a rejection of the idea that there is a quick fix for online content
and online harms?
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But what of the more immediate harms that will continue in the meantime?
Responding to specific harmful tweets will still rely on tactics such as blocklists
which have been shown to be problematic and inadequate [36]. Meanwhile, jour-
nalists and rights advocates may still have the visually shocking content they
rely on blocked outright by content moderation before context can be added [4].
However, representation and narrative are important.

It may be that such posts should be blocked to stop perpetuating victim
or deficit narratives, like the calls to stop sharing footage of Black men in the
US being shot by police as it performs and perpetuates the expectation and
normalisation of such acts. Contextualisation, moderation and refusal each have
their place in making discourse on social media not just more credible but also
more equitable. Power must be taken into account, not just authority.

This leads us back to key questions over what role contextualisation and
community are playing on Birdwatch. The mechanisms seem more effective on
fact-based issues, like their example of “whales are not actually mammals” [61],
which can be readily countered with scientific context according to Birdwatch’s
guidelines. But the major risks and vulnerabilities have greater impact when it
is social issues at stake. Hate speech and misrepresentation of gender (including
trans), race, disability and other forms of discrimination require greater context
but are more vulnerable to oppressive dominant narratives and attacks.

There are significant issues with relying on public fora as a marketplace of
ideas [43], leading to further concerns with the more general gamification of
social media discourse [45] and the individualising effects this is likely to have
on Birdwatch [42]. Reducing context back to metrics could alienate the people
and communities doing the work. Birdwatch claims to be community-based, but
is this true?

Twitter introduced Birdwatch as “community-based” [14], citing research on
crowd-sourcing to tackle misinformation [52,47,2]. It is worth noting the overlap
in authors of two of these papers, and the fact that [2] has not yet been peer-
reviewed. But these papers present a significantly narrower scope than the aim
of creating credible public discourse.

While it may to some extent avoid efficiency narratives, Birdwatch still feeds
into the related and equally problematic narratives of scale [33]. Neil Turkewitz
and Emily Bell highlight how “scale doesn’t scale”, or at least that “harms scale,
solutions not so much” [59]. If “Journalism with high civic value [...] is discrim-
inated against by a system that favors scale and shareability” [5], is credible
information simply incompatible with Twitter as a medium? Or does Birdwatch
signal a shift in this narrative? It at least attempts to reach the combination of
human and algorithmic solutions that Bell and others propose, but the combi-
nation needs interrogating. Is it trying to humanise the visibility algorithms? Or
does it end up algorithmising human users?

Birdwatch may be crowd-sourced, but that is not the same thing as being
community-based. Where is the agency for marginalised individuals or communi-
ties? Decision-making is still controlled centrally by Twitter, a private platform.
It seems more like they are getting extra fact-checking done for free by users,
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rather than providing the service of moderation (which, as [26] asserts, is a key
function or commodity of a social media platform). The labour issues of content
moderation [54,30] are displaced back onto users, and likely place further burden
on already marginalised and abused people.

Contextualisation here appears as Twitter side-stepping moderation and ac-
countability, shifting the focus onto misinformation. This is a key concern for
governments, so it is something Twitter needs to be seen to be taking action on.
But that means that Birdwatch is also a tactical play against the imposition of
further regulation. By giving tools to communities, Birdwatch has the potential
to improve context, data literacy and representation. But the hidden and con-
flicting motives detract from this potential to tackle specific issues with online
harms.

Birdwatch could be a thoughtful way of addressing some of the complex
issues around online content and harms. Emphasising context is a key part of
this. But it also introduces further sociotechnical vulnerabilities that we must
pay attention to. This includes: weaponisation of the platform through potential
gaming and gamification of rankings; the perpetuation of dominant harmful or
hateful narratives; the continuation of control by opaque algorithms even as
data is made more transparent; US-centrism in establishing online norms for
global communities; exploitative labour through crowd-sourcing; and the veneer
of community to avoid responsibility.

Birdwatch, and the watchers of Birdwatch, will need to keep the social effects
of categorisation, individualisation, exploitation, inequity, constraining discourse
and responsibility for moderation in mind as the system develops.

6 Conclusion

There is a lot of potential in Birdwatch. But the issue is complex and car-
ries significant risk of generating further vulnerabilities for public discourse. In
this article, we have examined the Birdwatch pilot scheme and plans for global
rollout. We have identified sociotechnical vulnerabilities under two categories:
vulnerabilities within the Birdwatch system; and vulnerabilities for public dis-
course created by the Birdwatch system. We have outlined a taxonomy of these
interrelated vulnerabilities, and discussed how mitigations for the former can
lead to an increase in the latter. We have then situated these concerns in wider
social issues around online communication, including issues of power and agency.

The importance of watching the design of new sociotechnical systems - and
the power structures and priorities behind them - cannot be overstated. We
must continue to watch the Birdwatchers, as Twitter has made possible through
transparent access to data on the pilot. But we must also continue to watch
Birdwatch itself. This is a more difficult task as the decision-making and algo-
rithmic systems remain much more opaque. But it is essential that Twitter is
held accountable for deciding what and how information is shared and seen on
its platform. We must continue watching Birdwatch closely.
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Targets

Pilot: vulnerabilities during the US and subsequent pilots
Implementation: the transition to global context;
Tweets: user interactions and vectors for attacks;
Notes: user interactions and vectors for attacks;
Note ranking: user interactions and vectors for attacks;
Twitter management: internal decisions create/mitigate vulnerabilities;
Regulation: external (legislative) decisions prevent/permit vulnerabilities.

Attacks

A 1 Posts: tweets and notes, including many directly abusive tactics;
A 2 Followers: tools in extended abuse;
A 2 Bots: automating abuse to scale up coordinated attacks;
A 1 Text-as-image: an attack on whether the Birdwatch system is triggered;
A 2 Iterating tweets: as above;
A 1 Varying content or categories: as above;
A 1 Abusive or harmful content: as above;
C 3 Data: includes data poisoning of ranking system;
B 2 Algorithm: gives differential visibility or credibility to tweets/notes;
C 3 Third party: external attacks exploit vulnerabilities;
E 4 Design: internal flaws create vulnerabilities;
C 3 Injection: includes user interactions (likely) and breached security (less so);
C 3 Manipulation: includes user interactions and breached security;
E 4 Data structures: design flaws enable manipulation of data/the algorithm;
D 4 Faux transparency: data availability risks obscuring underlying structures;
D 4 External validation: public scrutiny and PR as tool for credibility;
D 5 Lobbying: pressure on regulators to prevent external constraints;
D 5 Loopholes: flaws in regulation (e.g. loose definitions) enable harmful design;
D 5 Self-regulation: Birdwatch is part of continued efforts to avoid regulation.

Harms

A 2 Coordinated attacks: combining attacks/accounts increases scale/impact;
B 3 Weaponisation: systematic targeting of certain groups/communities;
A 1 Abuse: effects (emotional, physical) against specific individuals(/groups);
B 3 Verification: shift for Twitter; harms marginalised groups with need for ID;
E 4 Policies/enforcement: precedent of unequal application/lack of context;
C 5 Access/exclusion: design, policies, implementation; method & type of harm;
D 3 Game rankings: vulnerabilities in practice and in credibility;
D 4 Ranking system: vulnerabilities to public discourse in Birdwatch design;
D 4 Avoiding moderation: not moderation; community not platform;
D 5 Avoiding regulation: visible action to placate regulators;
C 3 Exploitative labour: reliance on users; lack of protection; uneven burden;
E 5 Avoid scrutiny: systemic avoidance or deflection of external audit/criticism;
E 5 Systemic/narrative: structural impact on society; influence over debates;
E 4 Context shift: marginalisation of geospatial/cultural/etc. communities.
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